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Governance
Risk Management
Compliance
Enablement
Budget
Resources

PPT

3 Control Types
Legacy Systems
Processors

J Auditors

J Etc.
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What are the 5 Things?
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Expectations = e

ANY DEVICE ANY DATA SOURCE

ANY CONNECTION

ANYWHERE IN THE WORLD

ANY TIME




Three Conversations

Accelerates the work to be
done, minimizes alert fatigue,
improves efficiency, and drives
an improved quality of service.
As IT professionals, we
manage too many tools; this
impacts efficiency and
quality of work, leading to
potential burnout from alert
fatigue and a reduced quality
Simplifies your operating stack of service for our clients.
and allows you to leverage the
technology integrationsin a
meaningful way.
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Cyber Insurance (and renewals)

Are back-up files disconnecied and inac)
Are back-up files encrypled?

It na tn any of the above quastions, pief
around security posture and controls

additional infermation

please provide any additionsl information
of these exposures:

Signature

Print Name:

O Electronically Signed

+|

SUPPLEMENTAL QUESTIONNAIRE

applicant:

communications security

Are sdvanced thresl prolection settings enabled for all emal users?

Are multifactor suthentication setiings enabled for all emell users?

Are incoming emalls and communications fitered for makicious links/attachments?

Are external emails and communications marked to alert Users of their extemal origin?
Hava you implemented any of the following controls: DKIM; SPF; DMARC?

Do you conduct regutar phishing training and testing of &ll users?

I no to any of the sbove questions, please provide additional detads of polices and procedures
around security posturs and controls:

systems security

Have you implemented endpaint detection and response secusity tools?

Do you have established processes and procedures for rapidly deploying cotical security patches [

801055 GEIVErs, computers, moblle devicas and other end point devices?

Ara multifactor suthentication settings enabled for access o privileged accounts or filag?

i na to any of the sbove questions, please provida additional detals of policies and procedures [

around security posture and controls:

back-up and very

1 all systam configuration and dats subject to ragular back-up?

s back-up sccess subject to separats access credentials which are maintained separately fram
comman system credentials?

Are multifactor authentication settings enabled for access to back-ug files?

w

communications security

Are advanced threat protection settings enabled for all email users?

Are multifactor authentication settings enabled for all email users?

Are incoming emails and communications filtered for malicious links/attachments?

Are external emails and communications marked to alert users of their external origin?
Have you implemented any of the following controls: DKIM; SPF; DMARC?

Do you conduct regular phishing training and testing of all users?

If no to any of the above questions, please provide additional details of policies and procedures
around security posture and controls:

Click here to enter text.

systems security

Have you implemented endpoint detection and response security tools?

Do you have established processes and procedures for rapidly deploying critical security patches
across servers, computers, mobile devices and other end point devices?

Are multifactor authentication settings enabled for access to privileged accounts or files?

If no to any of the above questions, please provide additional details of policies and procedures
around security posture and controls:

Click here to enter text.
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Cyber Insurance (and renewals) —

w

How do users access the applicant’s network remotely? Choose an item. y  Chiooso an hom

How is remaote access to the applicant's network controlled? Choose an item. 1. Brdelonde: Gra’.-r.-z«:r-: tra

How is Remote Desktop Protocol protected in the applicant’s network? Chaose an item. FAILSAFE®

2. Carcon Black EDR

Which Office 365 security add-ons are utilized by the applicant? Choose an item.

SUPPLEMENTAL RANSOMWARE APPLICATION

3. Chook Poini SEandblast Sgoni T

How often is anti-phishing training conducted for the applicant’s employees? | Choose an item.

How is access controlled across the applicant's network? Choose an item. 4. Clsoo AMP far endpainis

How is privileged access to the applications data and applications controlled? | Choose an item. = CrowadSinke Faloon

What EDR solution is used by the applicant? Choose anitem. * | .\ o s 5
&. Cynoroason Dolerse Flatiorm

Emsetanses Grautyzera Utra

What's the extent of unsupported systems and applications in the 2 Garbon BascEDA
applicant’s network? Choose an item. 2 Chock P Sanabiast Agant T G'l' anoeProbact

4 Gises AMP for endpants

5 Crowssmes Fucen

& Cyesmssaan omerss Pt B. Cymin3E 0

How does the applicant maintain open port hygiene? Choose an item.

How is Managed Service Provider (MSP) access to the applicant’s network
controlled? Choose anem. | . r.canrs agDocaton & sponse 5. F-Secune Aapid Decection & Aesponss

0. Kasparsay KATA

What best describes the applicant's patch management procedure? Choose an item. 1. Marwaratytes Engport & Fosponss
12. MoAtas MVisin 'l:_ Kaspcm:? ‘:hlplTlFl

2. Meroase Datendar ATP

What's the extent of the applicant’s security events monitoring and logging? | Choose an item.

. Pan Ao Gt XD

N ——— 11. Malsarebyies Endpoint & Responss

2. RANSOMWARE RECOVERY INFORMATION e )
1 Modiloen KTViskon

18. 50pPca Imercopt X AdvanCEd Wit EDR

In the event of an infection of the applicant’s core network and applications: 8. Symanios EDR
20, Trand Wera MDA
a. How quickly would the applicant’s business operations be impacted? | Choese anitem. 21, Anciher ED solion & desioyed Microsoft Defendar ATP

22, Ho EDR sokuton s dplayed

i - Choose an item. =
b. Which percentage of the network could be recovered from a back-up? 1 FPalo aHo Coripx X0R
c. What's the applicant’s network redundancy? Choose an item.
d. What'’s the estimated number of hours to restore the applicant’s Parida Adapita Dolonse 360

business operations? Choose an item.
Red Canary EDR

What best describes the applicant’s back-up procedure? Choose an item.

r o
How often are the applicant’s critical systems and data files backed up? Choose an item. SonineiCing

Sophos Indercepl X Advanoed with ECR
Symanie: EDRA
Trend Kicro MOR

Z1. Anolhar EDA solution & oepio e

£2. Mo EDR solsfion is deployed
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Cyber private en

terprise |

A
P

Please confirm the name of your managed service provider (if applicable):
What is the approximate number of servers on your network?

What is the approximate number of desktops and laptops on your network?
What is your annual IT budget?

What approximate percentage of your IT budget is spent on IT security?

Is any part of your IT infrastructure outsourced to third party technology providers, including application service providers? |v' Yes

~idantc
dents:s

TTGCIUC Lo

Please tick all the boxes below that relate to any cyber incident that you have experienced in the last three years (there is no need to highlight
events that were successfully blocked by security measures):

Cyber extortion Data loss Denial of service attack IP infringement

Malware infection Privacy breach Ransomware Theft of funds




cfc  berpriete enierprie

adppIedliOll 1oI1|1

Please tick all the boxes below that relate to controls that you currently have implemented within your IT infrastructure (including where provided
by a third party). If you're unsure of what any of these tools are, please refer to the explanations on the final page of this document.

Application whitelisting Asset inventory Custom threat intelligence Database encryption
Data loss prevention DDoS mitigation DMARC DNS filtering
Employee awareness training Incident response plan Intrusion detection system Perimeter firewalls

Security info & event management Virtual private network (VPN) Web application firewall Web content filtering

Please provide the name of the software or service provider that you use for each of the controls highlighted above:

If you are an Office 365 user, please provide your Microsoft Secure Score
(administrators can find the score using the following link https:/security.
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3" Party Risk




Third-party adoption has accelerated while risk management
resources have stayed the same, or even declined. Risk management
professionals must adopt a new way of evaluating third-party risks
to sufficiently protect their organizations.

Source:
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Artificial Intelligence / RPA




Degree oftechnological maturity

and market saturation

INSTALLATION PHASE DEPLOYMENT PHASE

| | | | -

| | | |

| | | | Laetnew products

I I I and industries.

I I I I Earlierongs

[ | Fullconstellation [ I appro.achmg

I | (newindustries, I I maturity and )

| | technology I | market saturation

! | Systems, and ! !

I I infrastructure I ansion I

novation
[ [ [ [
Early new

I products and I I potential I

I industries. I I

I Explosive I I

I growthandfast | |

I innovations | [

| | |

I [

>
Gestation Paradigm Introduction of success new products, Constriction Time
period configuration industries and technology system, plus of potential
modernization of existing ones
Big-bang
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Source: Carlota Perez: Technological Revolutions and Source: Microsoft New Future of Work Report 2023




Generative Al technology is here.

Time to reach 100M users

Mobile phones: 16 years ChatGPT: 3 months

Internet: 7 years

Facebook: 4.5 years

W CONNECTWISE

Source: Microsoft Research




Current State Future State

Ul is the product Al is the product
Experience is deterministic Experience is non-deterministic

User adapts to the system System adapts to the user
Single mode of interaction Multi-modal interactions

7?’ CONNECTWISE

ConnectWise Confidential and Proprietary Information Source: Microsoft New Future of Work Report 2023




Value to the Business

Computational Sophistication >7S connecTwise

ConnectWise Confidential and Proprietary Information Source: Microsoft New Future of Work Report 2023







can enhance every role in business; Everyone benefits!

Garret Black Sahil Ali Lorena Santos Jessica Cho

Senior Technician Sales Finance Procurement
T — NE £ ST AW m el ._, X35
~ N N VAR, A T
Exponentially faster Close more deals and Manage cashflow Exponentially faster Grow the busmess
time to configure and get insightsinto lost faster and get time to configure and profitablyand obtain
customize apps with revenue opportunities  actionableinsightsinto customize apps with unprecedented

little code experience operational costs little code experience business visibility




Billing,
Accounting,
And Finance

Procurement
And Supply
Chain

Talentand HR
Management

Sales And
Marketing

Project Mgmt.
And Service
Delivery

Onboarding
And Setup

Meeting agenda
and next actions

Account
Management

CEO, General
Management

Invoicing, Sync svc delivery Root cause .
. Competency- . . . . Best-in-class
collections and : readiness with analysis . User onboarding/ .
; based screening Meeting notes . compensation
escalation sales funnel And suggested offboarding
X of resumes . N assessment
automation forecast ticket resolution
. Notify service 'Geneltate . . .T'Cket Sales handoff Agreement On-demand
Invoice search interview Highest margin assighments, e - . .
) Tl teams of product e e —— ety ene notlflf:atlon to insights analytics and
availability ! Service team and optimization strategy
resume triage
Client proflt-ablllty . . Visualize next 30 | Ticket sentiment R ——. Cllent'rlsk a.md NPS and churn
vs. Service Order insights onboardin days and customer Email relationship drivers
utilization 9 opportunities email sentiment analysis

Note: Use cases are not exhaustive and
actual benefits may vary based on the
actual business or vertical market

Elevated Speed and Precision | Enhanced Productivity | Operational Maturity & Excellence

HYPER AUTOMATION USE CASES

50%

Profit Increase
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Microsoft




It was somewhere in the 2001-2003
timeframe when Microsoft stated that
they’d become one of the largest
security providers in the world.




Microsoft is leading security on
the front lines...
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Protecting Analyzing
organizations threat signals
in 120 countries every day
Tracking Blocked
unigue nation-states, ttack
cybercriminals, and ? ;ac S
other threat actors astyear

Source: Microsoft Digital Defense Report, Microsoft Security bl og.
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Microsoft’s unique ability to
address customer needs

Al Transformation

. . s Security
& Deliver copilot experiences across
lT the Microsoft Cloud
Develop the future leveraging Azure
Al and the copilot stack et

- Co-innovate with customers building
on the Trust of the Microsoft Cloud

Infrastructure

Trusteqd

Microsoft
Cloud

Comprenens™®

Modern work

—
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Digital and app
innovation

Data and Al
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Key Components =

|dentity Endpoints

Data

Email Cloud Apps
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N\-\dosoft Threat Intellige,, e

ESZC::?J?iIt;t Network &
Infrastructure

Microsoft Microsoft Secu rity Ops Sy
Sentinel Defender & Incident

Response

Cloud
Security

\(.“ Microsoft

Purview

Microsoft
Security
Solutions

3rd Party Vobile
Solutions Security

Data
Security
Identity &
‘ Microsoft Microsoft Access
Entra Intune
Risk &
compliance

e S
MCrOSOft Security expe”




Things to Know and Places to Start = = sscvreen

* M365maps.com

* Semantic Indexing of Copilot: https://learn.microsoft.com/en-
us/microsoftsearch/semantic-index-for-copilot

* Microsoft Security Adoption Framework:
https://learn.microsoft.com/en-us/security/ciso-workshop/adoption

* Microsoft Reference Security Architecture:
https://learn.microsoft.com/en-us/security/cybersecurity-reference-
architecture/mcra

* Microsoft Copilot Training Material:
https://aka.ms/CSPMastersCopilotTechPPT
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Thank you!

\ W CONNECTWISE

—\ Jay Ryerse, CISSP
n Vice President, ConnectWise /—\

Jay.Ryerse@ConnectWise.com




