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MYTH:

Hackers  are nerds  who wear hooded sweatshirts  and 
write code in their moms’ basements .



The evolution of the indus try is  towards  specialization and monetization.

Cybercriminals Earn Money All Sorts of Ways



Hacking is a Business

Cybercrime is  a  booming indus try!

SOURCE: https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf

https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf
https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf


Phishing as a Service (PhaaS)



Ransomware as a Service (RaaS)



Cybercrime Employee Manuals



Hacker’s HR Team



Defense is  Challenging!! What Can You Do?

Partner with an expert
Implement a comprehensive security solution
Harvest the low hanging fruit of cyber security

Operationalize

● Monitor
● Detect
● Respond

Plans

● BCP
● IRP

Reduce Attack 
Surface

● SAT
● Remove Old 

Stuff

Basic IT Hygiene

● Patching
● MFA
● Least Privilege

Asset Inventory

● Systems
● Applications
● Users



of Huntress-identified 
incidents leveraged 
built-in scripting 
frameworks as a 
tool for intrusion

Source: Huntress SMB Threat Report, Q3 2023

of Huntress-identified 
incidents in Q3 2023 
featured LOLBin or 
similar abuse as a
tool for intrusion

Attackers Are 
“Blending In”
To evade detection, threat actors  are hiding 
within the nois e of legitimate network operations  
and us ing living-off-the-land tactics  in their 
intrus ions .

Why Monitor, Detect, 
Respond?

https://www.huntress.com/resources/report/smb-threat-report
https://www.huntress.com/resources/report/smb-threat-report
https://www.huntress.com/resources/report/smb-threat-report


Huntress Managed EDR

Credential Reports
Detection of files believed to contain 
stored plaintext passwords

Open Port Detection
Reduce the attack surface by highlighting 
exposed entry points

Ransomware Canaries 
Small lightweight files monitored for early 
indications of ransomware

Persistent Footholds 
Identify abuse of legitimate applications and 
processes attackers use to hide in your environment

Malicious Process Behavior
Behavioral analysis to identify suspicious activity 
such as privilege escalation and lateral movement



Huntress complements your AV

Replace your AV with Microsoft Defender 

Huntress can manage free Microsoft Defender 

Huntress can leverage native alerts from Microsoft 
Defender for Endpoint (MDE)

Run Huntress side-by-side with any AV

>50% of Huntress managed endpoints also utilize 
a non-Defender AV 

Huntress consistently detects threats missed by 
3rd party AV tools



The largest attack surface of any 
organization

Humans



2025 Verizon DBIR



Business Email Compromise (BEC)

Invoice Manipulation

Fraudulent Direct Deposit

Fraudulent Wire Transfer

Pivot to other victims

Lateral Movement & Data Exfiltration



Surely, if my org 
uses MFA then I 
don’t need to be 
worried about 
identity attacks, 
right?

Example of token theft via an Adversary in the Middle (AiTM)



Identity Threat Detection & Response (ITDR)



Throw the Kitchen Sink At It?

What about monitoring beyond EDR and ITDR…

Orgs started adopting tools 
at exponential rates…

Tools In Use Percentage of Orgs

<10 14%

10-25 39%

26-50 26%

51-75 17%

>75 36%

More tools, more problems…

● 89% of organizations report a shortage of skills
and personnel

● 63% report operational workflows are too 
complex or disorganized to be effective

● 51% of users want to reduce the number of tools
used as part of SOC workflows

● 49% of users want to implement a common 
interface or work surface for all SOC workflow 
activities



Reporting and Compliance
Map out requirements and areas of risk

Threat Detection
Correlate data, find the exposures

Log Centralization
Collection of disparate log sources

SIEM Goals
Built to collect, des igned to detect

Say IT changes quarterly
Lack central visibility and collection
Average security tools in use

73%
64%
53

Reason for SIEM adoption for Mid/Ent. 
Report silos affect efficacy
Hours to investigate one incident

#1
66%
3

Cannot keep up with compliance req’s
Reason for SIEM adoption for SMB

53%
#1



Secure Data 
Storage & Retention

Us er-friendly Das hboard 
With Intuitive Search

On-demand Reporting

Huntress Managed SIEM

End-to-end Management
Deployment - Tuning - Optimization - Support
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Threat Hunting

24/7/365 Monitoring

Malicious  Threat 
Detection

Alert Triage & 
Inves tigation

Validation & Fals e 
Pos itive Reduction

Huntress Smart 
Filtering Technology

Normalization and 
Enrichment

Deep Data Analytics

Security Relevant
Data Capture

Us er-controlled 
Retention Model

Compliance



Need Employee 
engagement for 

successful Cyber 
Security

You can’t patch humans… but 
you can teach them

Robust training programs turn learners 
into your first line of defense

Poorly trained users are human 
vulnerabilities hackers will exploit



Managed SAT

Our Security Awareness Training enables better security 
outcomes by using story-based learning to empower end 
users with the knowledge to protect themselves and the 
company. 

■ Huntress SAT features episodic content engages end users by 
doing away with fear and immersing them in the adventures of 5 yr 
old hacker prodigy DeeDee. 

■ SAT come loaded with easy-to-use features including simulated 
phishing, gamified training, and detailed reporting.

■ Huntress SAT enables better security outcomes by providing a large 
library of story-based content that prepares learners for real-world 
threats.

■ Powerful automated reporting makes compliance audits easy while 
providing executive, group and user level insights. 

Security Awareness Training that’s fun and effective for the 99%.



Questions?
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