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Group Question

Who is?
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2025 Proofpoint at a Glance: One in Every 3 Business Emails
Scanned By Proofpoint (9,315,068,493 Emails SCANNED A Day)

****** 12k  85% >60%
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85 of the Fortune 100 Use Proofpoint
World Class Customers with Office 365 Trust Proofpoint
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Proofpoint is a Leader in 2024 Gartner® Magic Quadrant™
for Email Security Platforms Hrpge

Figure 1: Magic Quadrant for Email Security Platforms
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How Proofpoint better protects your people and
business from sophisticated email threats:

Comprehensive security — Safeguard your people and organization with a
complete end-to-end solution.

Industry-leading detection efficacy — Stop the widest variety of
advanced threats with unrivaled detection accuracy.

Flexible deployment options — You decide how to best secure your email
infrastructure. MTA or API? Your choice.

Modern analyst experience — Unified, intuitive interface empowers
security analysts to efficiently manage and investigate security incidents.

Rich partner ecosystem — Experience the benefits of a platform that
works seamlessly with the infrastructure your already use.

Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation.

Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to

this research, including any warranties of merchantability or fitness for a particular purpose. GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and 6
internationally, and MAGIC QUADRANT is a registered trademark of Gartner, Inc. and/or its affiliates and are used herein with permission. All rights reserved. This graphic was published by Gartner, Inc. as part

of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Proofpoint.
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Modern Cyber Risk Defined by People

RISK ATTRIBUTE: RISK ATTRIBUTE: RISK ATTRIBUTE:

VULNERABILITY ATTACK PRIVILEGE

- Appealing Target due
Targeted via alias Fully remote to job responsibility

Clicks Handles Collaborates High Visibility Interacts Can move

everythin customer  externally via e with risky
NS data cloud apps Position suppliers money

Likelihood Probability Impact

of Compromise of Compromise of Compromise
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Data risk is increasing with Al adoption

8.5% 16%

of employee GenAl prompts of sensitive files in M365 are
include sensitive data shared widely

o Natmeniceearch 2025 Proofpoint research

prOOprInt Source: 2025 Ponemon Cost of Insider Risk Report; 2024 Proofpoint Data Loss Landscape Report

55%

of organizations are in piloting or
production mode with GenAl

Gartner
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Joan
MARKETS BUSINESS INVESTING TECH POLITICS VIDEO INVESTING CLUE

= [
— CNBC

TECH

GenAl: Secu rlty an d privacy DeepSeek hit with large-scale cyberattack,
riSkS says it’s limiting registrations

PUBLISHED MON, JAN 27 2025-11:26 AM EST | UPDATED MON, JAN 27 2025.12:45 PM EST

@ Hayden Field

@HAYDEMFIELD

» Accidental leaks

KEY * DeepSeek on Monday said it would temporarily limit user registrations “due to

> Cybe ratta C ks POINTS large-scale malicious attacks” on its services.

* The Chinese Al startup recently toppled OpenAl's ChatGPT from its title of

> J a i | b rea kS most-downloaded free app in Apple's App Store.

& cleep

> Privacy
> Censorship

> Regulations

proofpoint.



Proofpoint Al’s Strategy

Empowering & Protecting our Customers

- Excel at Threat Detection - Simplify Cyber Operations

- We combine Al with other - We integrate advanced Al to
detection modalities to detect transform & simplify cyber

threats & respond to new threats operations, providing users with

expeditiously, optimizing deep, actionable insights from

detection modalities for efficacy our rich Threat Intelligence &
& operational cost. extensive operational data.

Foundation

- Reinforce Effective Al
Practices

- We empower you with the tools

to understand and manage
GenAl use by your employees.
Additionally, we offer Al
awareness training and in-
context coaching to reinforce
your Al practices.

Data Security | Data Privacy | Data Confidentiality | Data Sovereignty

proofpoint.



Proofpoint Threat Protection Sl .
Al-driven solution that protects people ereg Compremises,
from modern email threats P

cred phish detection,

with isolation for risky ~ Compromise cloud
clicks account detection,

forensics, and

Reduced Risk User-activated dn«tuF:I;Lrl:l:ﬁ:Tﬁhlu remediation

Synchronized capabilities to prevent threats malware with threat actor Post-deliver
attribution, impact, ‘ ery
Stop emerging threats with continuous Al and forensics protection

Integrated controls across email, cloud and users ‘,I.‘ imﬁ;ﬁﬂhab
ing abuse

mailbox
automation

proofpoint
Increased Visibility Awareness
_ . training, phish
Identify people-centric risk and vulnerabilities sim, and
warning tags

Correlated threat details across email and cloud DMARC and supplier
risk detection,

Social Y Comoromised

. S Comprehensive and isolation ;0MpPromise
Operational Impact engineering DLP across cloud, supptli{ﬁrs
Reduce time needed to investigate incidents ama:h: :?;'m" [ impersonation

Automated remediation across email and cloud threats
Data theft

prOOprint \ © 2025 Proofpoint, Inc 13




Ensemble of Al models to
protect people and defend data

Excel at Detection

N exu s Defense in-depth: pre-delivery,
post-delivery, and click-time

Continuously trained with
the most relevant data set



PRE DELIVERY CLICK TIME
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Response

IP Reputation Automation

URL Rewriting
and Isolation

URL Sandbox
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Language
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for Phishing
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Why do customers have questions?

Privacy, Risk & Compliance

EU Al Act GDPR

BOARD
Our_d_ata use is RlSK
(RmAtESI COMMITTEE
Proofpoint
MODEL RISK
MANAGEMENT
1 4
FinraV
COMPLIANCE

CHECKLISTS

proofpoint. | ©2025 Proofpoint, Inc 18



Advanced Email Security
powered by: Proofpoint Essentials
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Proofpoint Essentials Defense in Depth

General
Threat Detection
Engines

N/

Specialized Threat
Detection Engines

N

Campaign Analysis

Machine Learning Models i . :
(CLX, Cloudmark) Human Authored Models (MLX) IP Reputation Services Filtering Rules
Attachment and URLs Supernova — ~ Traditional AV —  Sender Auth
Static Analysis Memory Analysis BEC/ 5 o

Network Detection

Cred Phish Sandbox

Multi-Platform Sandboxes

Impaostor

ML Model: Files

ML Model: URLs
ML Model: HTML

S

g~

Threat Intel Extraction

Threat Researcher Manual Analysis

NV

Tag for
Caution

N

Prevent

the Bad

proofpoint.
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Advanced BEC Defense

From: Accounts Receivable accounts@manufacturer example-ext

Reply-to: manufacturer@dr.com
x-originating-IP: 193.567.xxX.XXX

To: Accounts Payable

Subject: Urgent payment

The following invoices are due or will be due April and we haven’t

received payment from your side. Could you please h arrange the payment?

See the updated bank account info below. Thank you

BANK NAME: STANDARD CHARTERED BANK
SWIFT: SCBLXHABC

BENEFICIARY NAME: ABC TRADE LIMITED

ACCOUNT NO.:5743113ABCD

Total amount due: USD 2,511,789.92

Inv Amount (USD) Due date
INV11234 180,000.23 Mar 10, 2020
INV11235 13,528.07 Mar 19, 2020

© 2023 Proofpoint. All rights reserved. | Proofpoint, Inc. — Confidential and Proprietary

proofpoint.
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Sender Reputation

Inconsistent Reply-to Pivot

Originating from an untrustworthy
locale

-Urgency & authoritative language
-Payment language
-Bank account reference



Stopping Over 5.1+ Billion Threats In Q’3 2025

proofpoint. sty Sopt

Inbound Email Protection Breakdown: All Proofpoint Essentials Customers

The All Customers Inbsound Email Protection Repert provides a summary of the different types of malicious mbourd emaila sent 1o all customera that were blocked by Prootpoint

Total Inbound Sender Intelligence Commuodity Threats

10.39B 3.42B 1.69B 414.99K 44 .05M oM 5.1B

Advanoced Malware Threats Fhishing Threats EEC Threats

Proofpoint Dyramic Beputatian « Sigraiune based Artivins »  Attachmant Detenatian = ML Phishing Clazsifiers « Machine Learning Imposter
(PDR) » Sparn & Bulk Classifiers » URL Dewnation » URL Deonation Classiliers

«  Claudmark 1P Boputation «  URL Rewriting = Campuier Vigion « Matural Language Processing
Service [CSl] = URL Rewriting = Behavioral Analysis

5.11B Threats Blocked 50.46M Threats Blocked

o Heseage courts For Advanced Malware, Phishing and BEC Threats are aggregated across all U er

u
prOOfPOI nt © 2019 Proofpoint. All rights reserved
@
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Proofpoint Essentials:

Core Protection

Targeted Attack Protection

Outbound Email Protection

Email Continuity

Email Archiving

proofpoint.

Advanced +

Plus Packages

Professional +

Anti-Spam/Anti-Virus
Custom Content Filtering

Impostor Email Protection

URL Defense

*Predictive URL Defense*
Attachment Defense Reputation
Attachment Defense Sandboxing
Social Media Account Protection
*Advanced BEC Detection*
*Email Warning Tags*

*One-Click Message Pull*

Outbound Filtering
Data Loss Prevention

Email Encryption

AN NI II'\'\'\I\\'\'\

AN NN '\\'\I'\\'\\

Emergency Inbox 30 Days 30 Days
Email Spooling 30 Days 30 Days
Exchange and Microsoft 365 Support v
Search and Discovery v
Data Import and Export v

© 2023 Proofpoint. All rights reserved. | Proofpoint, Inc. — Confidential and Proprietary

Add-On Product

Proofpoint Essentials -
Security Awareness
(PE-SA)

v Phishing Simulations
v' 100+ Training Modules



Email Warning Tags

P Ssearch

= [ Delete [ Notjunk ishing P Block sender &) Move 7 Categorize

Junk Email ¢ InboxReads: Confirm subscription

Favorites
o Keenen at InboxReads ge was identified as junk. We'll delete it after 5 days
62 Inbax -, . Retention: Junk Email (30 days) Expires: Sun 4
Sent Items -
Feedspot Today , Keenen at InboxReads <inboxreads@getrevue.co> proofpoint.  proofpoint Essentiols
_— Q.
To: Chris Moo

Feedspot Today H
Be Careful With This Message Email Details

From (168@exp-ib.com, External)

Folders

From:  American Express Membership Suppart <168@expib.com>

Inbox Feedspot Today Potential Impersonation Subject:  Immediate Action Required!!l Express was used 10 sign in from a different P address
° P f The senders identity could not be verified and someone may be impersonating the sender. Take caution when replying or downlc

Drafts

: The reason you are seeing this banner is because your admin has enabled email warning tags. Contact your IT service provider
B> Sent Items -

Tag Details

° bob@bobscommuni
Deleted Items pthifeh
f Be Careful With This Message
Junk Email 4 | From {168@expib.com, Externl)
Potential Impersonation

The sender’s idsntity
replying or downloading attachments.

Archive

Notes

+ The message may have been forged or transit. Messages that arenit

Conversation His. "
the senders , or might be sent

+ We were unable 1o verify that message was sent from an authorized IP address.

Grahme Wallace [C] Apr1 Messages that arert icated might the senders o might be sent from
To You unauthorized servers.

Groups

Add this sender to my blockl

Be careful with this message
Sign In to my account

o Keenen at InboxR) This message contains links that may be
impersonating another domain. Learn More

e Here our "Getting Started on Couchbase"

- documentation. | would like to have my technical peer
help you out with any questions while you are
(] Ecip By exploring Couchbase.

PRING

Would you have some time next week?

o Feedspot Today

Grahme

Grahme Wallace
o Feedspot Taday Sales Development Representative
arch 14 et -~
< v Reply
0 Feedspot Today
e i ]

search Calendar

proofpoint. 26




Email Encryption

One-Time Encrypted links

v External recipients can effortlessly access
encrypted messages without the need to create
an account or login

Improved Message Threading
v Improved message threading to keep
conversations clear and organized

Updated look & feel
v Styling aligns to Proofpoint Essentials UX

Additional functionality

v Support for secure message read-receipts

v" White-label, custom subdomain support

v Brandable (logo, primary color) Secure Reader

charles@lexingtonpearce.com
sent you a secure message

Linn this one time cxde 0 gais acoees 1o the
St massage e platlem

H12KFW

oo chaestesgopescscom

anapindoc
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